
SALAMATECH 
How to Protect your Online Accounts 

Good digital security starts with the basics. One of the most fundamental ways to protect yourself online 
is to use strong passwords. Similarly, if you use strong passwords, but have weak password recovery 
questions, then your passwords are still vulnerable. To secure your computer and online accounts, you need 
to take some basic security steps when creating passwords and answering security questions. This guide 
will help you to secure your accounts. 

Always use strong and unique passwords for each login to prevent unauthorized access to your accounts

a. Strong passwords use more than 14 characters (mixed upper and lower case) and include numbers  

and symbols like %#&!.

b. Choose a short Arabic sentence and write it using Latin characters (Khet_7arir_3ala_7et_KHalil).  

Add mixed symbols for added security. 

c. Never use the same password for multiple sites. Instead use a password keeper such as KeePass.  

These programs can also generate strong passwords for you.

d. Avoid using personal information such as names of family members, phone numbers, or special dates, 

since these are easy to guess .

e. When creating a strong password, avoid contiguous characters on your keyboard like 12345 or qwerty.

f. Never share your password with anyone, not even close friends and relatives.  People cannot give away 

what they do not know.

g. Never write your passwords down on paper or store them in an unprotected file on your computer

h. Change your passwords on a quarterly basis, or after logging in to accounts from insecure areas. 

Create fictitious answers to security questions so that others can not guess or infer the answers to them based on 

other information.

 

Use Two-Factor Authentication whenever possible to prevent unauthorized access to your accounts. 

i. Two-Factor Authentication links your account to your cell phone, which is used to verify the credentials 

you enter. With two-factor authentication, no one can log in to your accounts without access to your 

mobile device.

ii. Check to see if this service is available on the sites you use frequently. Some sites that provide this 

service are Google/Gmail, Microsoft/Outlook, Yahoo, Facebook, Twitter, and DropBox.

 

Ensure that you are logging on to the site you want. Fake versions of popular sites are often set up to gather the login 

credentials of unsuspecting users. For more information, see our guide “How to Browse the Internet Securely”

i. Manually type in the web address of the site you want to visit

ii. Ensure that the web address begins with HTTPS, rather than just HTTP, to verify that you are accessing a 

secure website

Always log out when you are finished 

i. When you are finished with a website, be sure to log out of it. This will prevent others from gaining 

access to your accounts if they have access to your computer. 

FOR FURTHER ADVICE ON ONLINE SAFETY, VISIT THE 

SALAMATECH WIKI AND FOLLOW US ON FACEBOOK.
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