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How to Securely Delete Files from Your Computer Using CCleaner

Emptying your computer’s Recycling Bin or Trash bin does not actually delete files. Instead, the files meant 
for deletion are marked as available for being overwritten by new files.  This means that the files can still 
be recovered by special programs. To fully and securely delete files, use a program like CCleaner.1  
This program can also securely delete your internet browsing history, cookies and other temporary files.  
To securely delete your files and browsing history, follow the steps below.

Only download CCleaner from the program’s creator, Piriform to avoid copies of the software that might 

be infected with malware

a. Download CCleaner for PC or Mac

Adjust the erase settings to ensure CCleaner securely wipes your data

a. Open CCleaner, click on the “Options” icon, select “Secure Deletion” and enable “Secure file 

deletion (slower).” 

b. Also choose either “Medium Overwrite (7 passes)” or “Complex Overwrite (35 passes).” 

c. The more passes, the more difficult your data will be to recover. More passes also take more time.

Erase free space on your computer to ensure that previously deleted files are securely erased by clicking the 

“Tools” box, then click “Erase Free Space” in CCleaner.

Delete your internet browsing history and other temporary files stored on your computer to prevent 

inspection of your browsing habits.

a. In CCleaner, click the “Cleaner” icon, then click “Analyze.” CCleaner will give you suggestions about 

what to erase. 

b. To erase these files, click “Run Cleaner.” 

Use CCleaner regularly to ensure your files and browsing history are not retrievable from your computer
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1 Alternatively, Eraser is another recommended program.For details on how to use it, go here.

FOR FURTHER ADVICE ON ONLINE SAFETY, VISIT THE 

SALAMATECH WIKI AND FOLLOW US ON FACEBOOK.

http://www.piriform.com/
http://www.piriform.com/ccleaner/download%3Fpc
http://www.piriform.com/ccleaner/download%3Fmac
http://eraser.heidi.ie/
https://securityinabox.org/en/eraser_main
https://salamatechwiki.org/index.php?title=%D8%A7%D9%84%D8%B5%D9%81%D8%AD%D8%A9_%D8%A7%D9%84%D8%B1%D8%A6%D9%8A%D8%B3%D9%8A%D8%A9
https://www.facebook.com/SalamaTech



