
SALAMATECH 
How to use Skype securely from a computer

Skype is a Voice Over IP (VOIP) tool for communicating through voice and chat. However, Skype conversations 
are vulnerable to external monitoring. Others may be listening in. To secure your conversation, you need to 
take some basic security steps. This guide tells you how to secure your Skype channel. 

Always update your operating system 

and other software to help protect your 

computer from becoming infected with 

malware.  

Always use an antivirus program to 

protect against malware. Avira is a reliable 

antivirus program that is recommended for 

use in Syria, and is free and accessible.1 Only 

download it from the company’s website.2 

Only download Skype from a trusted 

source to ensure it does not contain 

spyware which could give others access to 

your conversations. Since Skype’s website is 

blocked in Syria, download it from us here: 

Skype for Windows; for Mac. 

 

Set your Skype settings to maximum 

privacy, by going to “Preferences,” then 

“Privacy.” Then select:

 i.  Do not allow incoming files to  
  be automatically accepted

 ii.  Allow calls from: Contacts

 iii.  Allow messages from: Contacts

 iv.  Save chat history: Never

 v.  Delete all chat history if you   

  haven’t done this before

FOR FURTHER ADVICE ON ONLINE  

SAFETY, VISIT THE SALAMATECH WIKI 

AND FOLLOW US ON FACEBOOK.

1  Avira is regularly updated by Syrian digital security experts to include malware that is specific to Syria.
2 Another free anti-virus alternative is Avast.
3 Other tools recommended for use in Syria include: HotSpot Shield - a commercial VPN; Obfsproxy Tor -- strong privacy   
 protection, anonymity. Note: HotSpot Shield’s website is blocked in Syria, but you can download it from us: Windows; Mac.
4  To learn more, see social engineering and password phishing.

Use a strong password by including 

random numbers, letters and characters 

to protect the privacy of your information 

and to make it more difficult for someone to 

hack your Skype account. Never share your 

password with anyone and change your 

password often.  

Use a trusted Virtual Private Network 

(VPN) to encrypt your internet connection 

and keep unwanted external sources 

from monitoring your conversations. The 

SalamaTech VPN is recommended for Skype 

in Syria.3 

Verify your contact’s identity by 

confirming his/her voice or asking questions 

only he/she can answer. 

 

Never click on files and links unless you 

are sure you know what they are; they could 

contain spyware that will give others access 

to your computer.4

https://www.google.com/url?q=https%3A%2F%2Fsecurityinabox.org%2Fen%2Fchapter_1_4&sa=D&sntz=1&usg=AFQjCNENq-tuFjWneS7uOBTQm7kGsZ8SVw
https://www.google.com/url?q=https%3A%2F%2Fsecurityinabox.org%2Fen%2Fchapter_1_4&sa=D&sntz=1&usg=AFQjCNENq-tuFjWneS7uOBTQm7kGsZ8SVw
https://www.avira.com/en/avira-free-antivirus
https://layer8.org/downloads/SkypeSetupFull.exe
https://layer8.org/downloads/Skype-6.6.0.dmg
https://salamatechwiki.org/index.php?title=%D8%A7%D9%84%D8%B5%D9%81%D8%AD%D8%A9_%D8%A7%D9%84%D8%B1%D8%A6%D9%8A%D8%B3%D9%8A%D8%A9
https://www.facebook.com/SalamaTech
http://www.avast.com/
https://s3.amazonaws.com/SDInfoAccess/HSS-2.85-444.dmg
https://www.torproject.org/projects/obfsproxy.html.en
https://www.torproject.org/projects/obfsproxy.html.en
https://layer8.org/downloads/HSS-3.09.exe



