
SALAMATECH 

How to use an Android Smartphone Securely

A smartphone is a mobile phone built on a mobile operating system, with more advanced computing 
capability and connectivity than simple mobile phones. Android-based phones are a common example of 
these devices. These phones are often used to access the internet and services like Facebook. They also 
constantly communicate with mobile phone towers that reveal the location of the handset. To enhance 
your smartphone security, you need to take some basic security steps. This guide tells you how to secure 
your smartphone use. 
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Use a passcode to lock your phone to prevent others from gaining access to it. Using more than the minimum four 

digits will increase the security of your phone. Never use a pattern to lock your phone. These can be copied easily.

Install antivirus (e.g. Avira) software on your smartphone to help identify insecure phone settings, help you 

locate your phone if lost, and stop malware from infecting your phone from malicious links, text messages, apps, or 

when you plug your phone into your computer.

Never leave your phone unattended in a public place as its contents could be accessed, your information stolen, 

or malware/spyware installed on it.

Use Psiphon 3, or other secure communications tools (e.g. Orbot) to encrypt your browsing and prevent 

unwanted surveillance of your online activities.

• For added security, use Orweb while connected to Orbot to privately surf the web on your device.

Do not respond to, or click on, links in text messages or emails from unknown people. These messages could 

be attempts to access your device or infect it with malware.

Never save your passwords on your device to prevent hackers from getting access to them. Instead, store your 

account credentials in a password manager (e.g KeePassDroid for Android).

Encrypt your phone and external SD card to protect the information on your phone. Go to Settings -> Security -> 

Enable Encryption and Encrypt External SD Card. By enabling this option, you make it difficult for someone to view and 

steal personal data like emails and conversation logs from your phone if the device is lost or stolen. 

• Note: before starting the encryption, ensure the phone is fully charged and plugged into a power source.

• Warning: on some phones, encryption requires an eight character passcode, which may reduce battery 

power, and slow operations

Enable the SIM Card Lock on your phone to prevent it from being used by others. Under Settings -> Security in 

Android.  This prevents the SIM card from being used to make calls or fetch data without entering a passcode

Save contacts on your Google cloud-based account only to safely store your contacts outside of your phone’s 

physical memory. This should prevent your contacts list from being accessed if your phone is stolen.1 
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1 There is a chance that using advanced technical means, a cached copy of your contacts may be retrievable. 

https://www.avira.com/ar/index
https://s3.amazonaws.com/0ubz-2q11-gi9y/en.html
https://www.torproject.org/docs/android.html.en


Only install software from trusted sources to avoid infecting your device with malware/spyware. 

• Be sure to check who created the app you download to ensure it was posted by the app’s known developer. 

• Check what permissions an app will request before you install it. If an app wants to access something 

unusual, like your contacts, when you don’t think it should, do not install it.

• Under “Settings,” “Security,” disable the “Unknown Sources” option to prevent the installation of programs 

by unknown developers on your device.

Keep Wifi and Bluetooth off by default to prevent your phone from connecting to the internet or other devices 

without your consent. 

• Ensure that “Tethering” and “Portable Hotspots” under “Wireless and Network Settings” are also turned off 

when not in use 

Turn off Location Services to help prevent tracking of your location. Only turn on location settings as you need them. 

• Note that as long as your phone is on, telecommunications companies can track where you are.

 To completely prevent tracking of your location, remove the battery from your phone. 

Do not connect to open or untrusted wifi networks using your smartphone as hackers on these networks may 

be able to monitor your activity. If you have to, use a VPN, Tor, or Psiphon 3 to encrypt your connectivity.
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FOR FURTHER ADVICE ON ONLINE SAFETY, VISIT THE 

SALAMATECH WIKI AND FOLLOW US ON FACEBOOK.




